Connecting to the City of Palm Bay Secure
Guest Wireless Network
(Windows 11 Devices)

(Created 5/26/2022)

Note: The steps below outline how to perform the initial connection to the City of
Palm Bay's secure wireless network using guest devices running Windows 11.

1. Click on the wireless icon located on the Windows taskbar to view the available
wireless networks.

Available Not connected Ajrplane mode

el u
o>

Focus assist Act ssibility

: 9112 AM = s i
~ @@ ) = 5/26/2022 ~AQa® | :29513 ol

2. Select the CoPB Wireless Onboarding wireless network and click on the
Connect button.
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3. A web page will pop up and ask you what type of device you're trying to connect to
the network. These instructions are for connecting BYOD or personally owned
devices so we'll select "Visitors and Guests".
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City Employees

This option provides City of Palm Bay

employees access 1o ntemal city resources |

and the internet via city-issued devices

Visitors and Guests

This option provides internet-only

access for City of Palm Bay guests, visitors,
and BYOD (bring your own device) users
on their personal devices.

4. The terms and conditions page will pop up. In order to connect to the
network, you'll need to accept the terms and click the start button.
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Welcome to the City of Palm Bay Wireless Network.

\ _!'J To ensure your security, the City of Palm Bay wireless networks
utilize a secure authentication mechanism known as WPA2-
Enterprise and 802.1X. This security mechanism protects your
usemame and password. [n a wireless environment, the
mechanism also pretects your data through network encryption. To
utilize this secure network, your network connection and device
require specific settings. By completing this wizard, you will enroll
your device and ensure that it receives the proper settings and
configuration needed. Once authorized, your device will be
configured with a unique certificate (which you must accept) to
provide secure access to the City of Palm Bay's wireless network.

ccess to the City of Palm Bay network is resiricted to authorized
users and requires acceptance of the Terms & Cr ns below.
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5. You'll be prompted to pass a verification process. You can either opt to receive a
verification code via email or text message. After filling out the Captcha, select Send

when you're ready to be sent the code.
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To access the network, you must pass a verification process. After entering
your email address or phone number and clicking Send, a verification code
will be sent to you. You must enter the verification code on the next screen.

® Send To Email:

() Send TXT Message

O 1already have a verification code I:l

Enter the letters and numbers in the image in the box below:
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6. On the next page you'll see two buttons to download the network connect application.

Select the top option and select download if prompted. (Not run.)

< [@ cloudpath by Ruckusw X +

< - 0O @ |4

nal.cloudpath.net/enroll/CityofPalmBay/Wireless/wizard/815/paged_download.htm| ﬂ{ E

Start Over Powered by Ruckus

To access the secure network, follow the instructions below
based on your computer's operating system.

Download .exe for Windows
NetworkWizardl oader-08861233 exe

After downloading, go to your deskiop or downloads folder and open
the file "NetworkWizardLoader-08861233.exe".

. Download for Windows
\ ) Cloudpath-Windows zip

After downloading, go to your desktop or downioads folder and fully
extract the zip archive (i.e. 'Extract All'). Then run the .exe that was
extracted from the .zip archive.
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7. Run the file you downloaded in the previous step by double-clicking it.
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8. The network connect application will start to run. You should eventually
see a screen like the one below.
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9. Eventually the network connect app will change to the below screen
and give a popup. Click yes.

Security Warning

You are about to install a certificate from a certification authority (CA)
! %, claiming to represent:

City of Palm Bay - Cloudpath Root CA |

Windows cannot validate that the certificate is actually from "City of
Palm Bay - Cloudpath Root CA I", You sheuld confirm its erigin by
contacting "City of Palm Bay - Cloudpath Root CA |". The following
number will assist you in this process:

Thumbprint (sha1): EBD7D0AD B3FDF774 00A85DB0 C16AE018
A26ECAED

Warning:
If you install this root certificate, Windows will automatically
certificate issued by this CA, Installing a certificate with an
thumbprint is a security risk. If you click "Yes" you ackno
risk.

Configuring this device. . . Do you want to install this certificate?

10. If everything was successful you'll see the below screen and will see that your Wi-Fi
network was changed to cOpb_W 1aN. (If it wasn't automatically switch, you may need
to change it manually.)
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Congratulations! You are now connected to the network.

Your device has been assigned an IP address of Disconnect

You may now close this app and continue to use the cOpb_W1aN
network. e
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